Volcado de memoria con volatility3

Paso 1: Ejecutamos el programa FKT Imager y Capturamos la memoria

B Exterro FTK Imager 4.7.3.81 — m] X
Eile | View Mode Help
£ Add Evidence Item... m B o e
68 Add Al Attached Devices Zl |Fi|E List =
% Image Mounting... Mame Size Type Date Modified
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LCreate Disk Image...
Export Disk Image...
Export Logical Image (AD1)...
Add to Custom Content Image (AD1)
Create Custom Content Image (AD1)...
Decrypt AD1 image... Zl
Verify Drive/lmage...
wm  Capture Memory...
[ Obtain Protected Files...
Detect EFS Encryption
Export Files...
Export File Hash List...
Export Directory Listing...
Exit j
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Paso 2: Configuramos la captura de memoria
B Exterro FTK Imager 4.7.3.51 — O x b x
File View Mode Help 2]
o 6% = | @ we e, [
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Name Size Type 671 KB
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Memory Progress A5 KB
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Destination: | E:\memdump 1.mem | 157 KB
Status: | Dumping RAM: 3GB/3GE [100%] | pasKe
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Paso 3: creamos una carpeta tools




Paso 4: Descargamos volatolity 3 y clonamos el repositorio de volatility en la carpeta tools

git clone https://github.com/volatilityfoundation/volatility3.git

kali@kali: ~/Desktopftools

Session Actions Edit View Help

~/Desktop/tools

kali@kali: ~/Desktopftools

Session Actions Edit View Help

~/Desktop/tools
clone https://github.com/volatilityfoundation/volatility3
Cloning inte ‘volatil )
remote: Enumerating obje
remo Counting objects:
remote: Compressing object
remote: Total 49356 (delta 75)
1)
Receiving objects:

Paso 5: verificamos la version de Python

python3 —version


https://github.com/volatilityfoundation/volatility3.git

~/Desktop/tools/volatility3]

Python 3.13.7

‘~/Desktop/tools/volatility3]
install r “[full] "}

Places

MANIFEST.in memdumpl.mem oml README.md

3] File Operation Progress

Copying files to "volatility3"...
memdumpl.mem

o

—10 minutes remaining (6,

[~/Desktop/tools/volatility3]
memdumpl . mem
5@789b@7517c5138

~/Desktop/tools/volatility3]
vol.py - memdumpl.mem windows.info.Infol]

B661f6TI5

memdumpl . me




= kali@kali: ~/Desktop/tools/volatility3

Session Actions Edit View Help

Volatility 3 Framework 2.27.0@
PDE scanning finished

Kernel Base
DTB @x1
Symbols jar:file:/home/kali/Desktop/tools/volatility3/volatility3/symbols/win
dows.zip!windows/ntkrnlmp.pdb/F797 1FBEAATELSACEBCATRASLA08D65942-1. json. X2
Is64Bit True
IsPAE False
layer_name @ WindowsIntel32e
memory_layer 1 Filelay
KdversionBlock @=f
Major/Minor
MachineType
KeNumberProcessors
SystemTime 2025-12-01 04:14:34+00:00
NtSystemRoot C:\Windows
NtProductType  MNtProductWinNt
NtMajorvVersion 1@
NtMinorVersion @
E MajorOperatin stemVersion 1@
PE MinorOperati stemVersion @
PE Machine B4
PE TimeDateStamp Wed Feb 24 85:48:88 2816

[~/Desktop/tools/volatility3]

[~/Desktop/tools/volatility3]
vol.py - memdumpl.mem windows.pslist.PsList]]




=] kali@kali: ~/Desktopftools/volatility3

Session Actions Edit View Help

sihost
R4:01:01.@

04:81

808 UTC

[~/Desktop/tools/volatility3]
vol.py - memdumpl.mem windows.hashdump.Hashdump]]




-] (venv)kali@kali: ~/Desktopftools/volatility3

Session Actions Edit View Help

ali/Desktop/tools/volatility3 13/ framework/deprecation.py:28:

rning: This API (volatility rins.windows istry.hashdump.Hashd

ump.run) will be removed in the first release after 9-25. This plugin h
as been renamed, please call volatility3.plugins.windows.registry.hashdump.Ha

shdump rather than ualatility;.plugin5lwindaﬁ5.ha5hdump.HaSEdump.
warnings.warn(
lmhash nthash
li/Desktop/tools/volatility3/v ili ramework/deprecation.py:105

arning: This plugin (volatilit g ndows . hashdump .Hashdump)
renamed and will be removed im the first release after 2 -@g9-2

c8b73f1cebl3?

209chl74das9@caebs

|-[~/Desktop/tools/volatility3]

Paso 13: desciframos la contrasefia usando los hashes

Supports: LM, NTLM, md2, md4, md5, mdS{mdS_hex), mdS-half, shal, sha224, sha256, sha3B4, sha512, ripeMD160, whirlpool, MySQL 4.1+ (shal(shal_bin)), QubesV3.1BackupDefaults

Hash Type Result
aad3b435b51404eeaad3b435h51404ee LM

209c6174da490caeb422f3fa5a7ae634 NTLM admin

Color Codes: BiBERE Exact match, Yellow: Partial match, [Jlj Mot found.



